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01 | INTRODUCTION

The protection of data / information and ICT systems and safeguarding the interests and 

privacy of our customers, employees, suppliers, other stakeholders and its good reputation is 

of utmost importance for BAWAG Group.

We recognize that only a comprehensive control system focusing on people, technology and 

processes can ensure the security of our group’s valuable data / information assets. The below 

set-up is applicable for all subsidiaries in Austria, Germany and Switzerland for all our business

lines of business.

02 | GROUP SECURITY ORGANIZATION, CONTROLS AND PROCESSES

• BAWAG Group has constantly been committed to high information security standards which has 

been pursued with the timely implementation of the EBA Guideline on ICT and security risk 

management.



#2C2C2C

#F2F2F4

#7D8394

#CC3333

#385066

#45929F

#990000

#F2E8E8

3

SECURITY GUIDELINES
December 2021



#2C2C2C

#F2F2F4

#7D8394

#CC3333

#385066

#45929F

#990000

#F2E8E8

4

SECURITY GUIDELINES
December 2025



#2C2C2C

#F2F2F4

#7D8394

#CC3333

#385066

#45929F

#990000

#F2E8E8

5

SECURITY GUIDELINES
December 2025

03 | TECHNOLOGY

• State-of-the-art technology and services are used to keep BAWAG Group’s internal and external 

security status at the expected high level.



#2C2C2C

#F2F2F4

#7D8394

#CC3333

#385066

#45929F

#990000

#F2E8E8

6

SECURITY GUIDELINES
December 2025

04 | PROCESSES

• IT related processes in BAWAG Group follow the COBIT framework. 



#2C2C2C

#F2F2F4

#7D8394

#CC3333

#385066

#45929F

#990000

#F2E8E8

7

SECURITY GUIDELINES
December 2025



#2C2C2C

#F2F2F4

#7D8394

#CC3333

#385066

#45929F

#990000

#F2E8E8

8

SECURITY GUIDELINES

05 | BUSINESS CONTINUITY MANAGEMENT

• Business Continuity Management (BCM) is the establishment and ongoing maintenance 

and further development of an efficient emergency and crisis management system. The 

aim is to ensure that important business processes are not interrupted or are only 

temporarily interrupted in critical situations and emergencies, thus securing the economic 

existence of the company in case of an event. BAWAG Group's BCM framework includes 

the following points: 

- Guidelines: The Business Continuity Policy serves as the main document for the divisions 

and subsidiaries and defines how critical business processes should be identified and 

addressed and how they should be planned for in the event of an emergency. 

- Planning: In supplementary run books, different scenarios are created in order to be able 

to react efficiently and effectively in an emergency and take the right measures. 

- Implementation and Operations: The emergency preparedness concept holistically 

includes all infrastructural, technical, organizational and personnel aspects with regard to 

all phases of the emergency management process. 

- Performance evaluation: Regular desktop, emergency and disaster recovery tests ensure 

that the respective response and procedures can be carried out properly in case of an 

emergency. 

- Improvement: A critical review as well as internal coordination and, above all, lessons 

learned sessions help to continuously expand and improve the emergency concept and its 

establishment.

06 | PHYSICAL SECURITY

• The focus of physical security is on the protection of people, values and objects. The 

integrated management approach and the interweaving of organizational, structural and 

technical measures result in a three-pillar model that can be flexibly adapted. 

• Security zones are defined and implemented according to the sensitivity of the values to be 

protected. By using access systems, authorizations are assigned and maintained as well as 

accesses are regulated and tracked. Depending on the level of security, the use of access 

controls is supported by alarm and video systems which indicate, clarify and document a 

security breach. 

• The use of security personnel for specific occasions and our own 24/7 security control 

centre maximize the chance of identifying and averting potential dangers at an early stage. 

This is supplemented by the training of employees on safety-relevant topics and the 

correct handling and disposal of sensitive data. 

• Based on the implementation of structurally relevant security specifications, the 

requirements for the integration of technical and organizational measures are created.
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IMPORTANT DISCLAIMER: This presentation is prepared solely for the purpose of providing general information about BAWAG Group, Wiedner Gürtel 11, 1100 Wien. The 

information does not constitute investment or other advice or any solicitation to participate in investment business. This presentation does not constitute an offer or 

recommendation to purchase any securities or other investments or financial products. In respect of any information provided past performances do not permit reliable 

conclusion to be drawn as to the future performances. BAWAG Group does not make any representation, express or implied, as to the accuracy, reliability or completeness 

of the information contained in this presentation. BAWAG Group disclaims all warranties, both express and implied, with regard to the information contained in this 

presentation. This presentation contains forward-looking statements relating to the business, financial performance and results of BAWAG Group or the industry in which 

BAWAG Group operates. These statements may be identified by words such as “expectation”, “belief”, “estimate”, “plan”, “target” or “forecast” and similar expressions, or by 

their context. These statements are made on the basis of current knowledge and assumptions and involve risks and uncertainties. Various factors could cause actual future 

results, performance or events to differ materially from those described in these statements and neither BAWAG Group nor any other person accepts any responsibility for 

the accuracy of the opinions expressed in this presentation or the underlying assumptions. No obligation is assumed to update any forward-looking statements. In no event 

shall BAWAG Group be liable for any loss, damages, costs or other expenses of any kind (including, but not limited to, direct, indirect, consequential or special loss or loss of 

profit) arising out of or in connection with any use of, or any action taken in reliance on, any information contained in this presentation. BAWAG Group assumes no 

obligation for updating the provided information in this presentation. The content in this presentation are not to be relied upon as a substitute for professional advice. This 

presentation shall not be forwarded to any third party.
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